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Abstract—A sensor network comprisesa collection of sensor
nodesthat can measute characteristics of their local environment,
perform certain computations, and transmit the measuement
result, typically in a collaborative fasshion,to an extemal data
collection point for data processingand storage. The collected
measulement result however often contain erroneousdata due
to inevitable system problems involving various hardware and
software componentsranging from the sensor device for data
collection, to computation device for data fusion and processing,
to communication device for data transmissions. Such “dirty
data” are expectedto be sporadic. In this reseach, our objective
is to detect and repair such dirty data. Our approach is to
leverageon the intrinsic redundanciesand correlationsamongthe
collecteddata, asinformation about a single event of interestin a
sensornetwork is usually re ected in multiple measuementdata
points. This data correlation can exhibit temporally, spatially, and
across different data types. The inconsistency among multiple
sensor measuiements serves as an indicator for data quality
problem. Furthermor e, by carefully constructing a data model,
we may be able to correct the dirty data in that data produced
by one data source can sewve as an error correction code for
others. The focus of this paper is therefore to study methods
that can effectively identify and correct errorneousdata among
inconsistent obsewvations based on the correlation structure of
various sensor measuement series. We propose a multi variate
model to achieve this goal.

I. A MULTIVARIATE MODEL FOR OUTLIER DETECTION
A. ldentify Correlated Data Groups

In this study our goalis to utilize spatial,temporalor other
typesof dataredundancieamongsensorgo identify andre-
pair dirty data.To discover the correlationstructureswe need
to rst classify potentially correlatedsensorsnto groups.For
instancejn a sensometwork presentedy Intel Berkeley Lab
[1] asshowvn in Figure 1, for which we will discussin further
detail in Sectionll, the sensomodescanbe groupedtogether
baseon their regional relationship,and eachsensorcan be
classi ed into multiple regions (i.e., groups). However, for
differentsensometwork applicationsthe correlationstructure
of sensomodescanbe variedandmorecomplicatedhansim-
ple geographiclassi cation.Nonethelessegardlesof sensor
node grouping method,the correlation baseddata cleansing
modelthat we proposein this papercan be appliedto mary
sensornetwork with correlatedsensornodesbeing grouped
togetherbaseon application-speci ccorrelationstructure.

B. Dirty Data Detection

Our rst objective is to detectwhetherpotentialdataprob-
lem hasoccurredat a particulartime within the datacollected
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from a chosengroup of sensornodes.To accomplishthis,
correlatederror structureamong multiple sensorsshould be
captured.We thus describea multivariate error model as the
following. We assuméhe sensoidataprocessesisedto obtain
covariancestructurearein steady-statée further de ne that
the measureddata of time of a sensornode is , and
the true valueof the measuremerpointis . Here,theerror
sequenceof the time seriesmodel for the measurementsf
sensor canbe denotedas

@
Variouserror forecastmodelscan be utilized hereto capture
. We adopta simplemoving average MA(q), modelin which
is assumedhormally distributed and follows
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At eachtime , therefore,an error vector can be constructed
as

®3)
with  beingthe numberof sensordn the chosengroup.

To detect problematictime point in a sensorgroup, we
chooseto use steady-statemeasurementata points as the
training data sequenceo obtain multivariate covariancefor
later outlier detection.We de ne the multivariateerror attime

as

4

in which, is de ned in Equation (3), and is the
covariancematrix of error sequencessshowvn belov

®)

In Equation(5), representghe error vector of sensor .
Speci cally, with  beingthe number
of data points from sensor that are usedfor training the

multivariatecovariancesFurther covariancematrix canbe
estimatedby:
- (6)
and
—_— (1)
After obtainingthe multivariateerrorsequencef ,wecom-

pare with  distributionwith athreshold to detectoutlier.
Speci cally, if , it is determinedthat potential
dirty measuremenexists in data vector at
time .



Fig. 1.
C. Dirty Data Identi cation

The multivariate error presentedn Equation(4) can only
be usedto detectthe existanceof dirty datain a group of
sensorata giventime. However to identify whethera speci ¢
sensoiis producingerroneousneasurementye needto further
examine each sensorrecord individually. By assumingdirty
dataare sparsethatis to assumehatin one sensorgroup at
onetime thereis only one sensorreportsdirty data,we may
evaluatethe worst sensormeasuremenproducedat time by
iteratively deriving a modi ed multivariateerror, , Which
excludesthe dataentry of sensor thatis underinvestigation.
Speci cally, we de ne

Intel Berkeley Lab SensoNetwork

(8)

in which and are and exceptfor the -th
elementrespectiely. Thatis,
©)
and
(10)
By iteratively evaluating over for

ary time where multivariate error is detected,a sensor
that generateghe minimum can be identi ed, which
indicates is a dirty datapoint. Here, it shouldbe noticed
thata sensomodecanbe classi ed into multiple measurement
groups, therefore its measurementmay be detecteddirty
multiple times in one period. This information is useful to
enhancehe con dentiality of dirty datadetectionor to justify
whetherthe error detectionitself is biased.

Il. PERFORMANCE EVALUATION

In our evaluation,we chooseo usethe datatracescollected
from a sensornetwork built at Intel Berkeley ResearchL.ab
shawvn in Figure 1. During this measuremenstudy [1], 54
Mica2Dot sensorswere monitored over a 37-days period,
with humidity, temperature Jight and voltage values being
recordedperiodically at eachsensar The datawas collected
usingTinyDB in-network queryprocessingystembuilt onthe
TinyOS platform.

After examining measurementracesof the Intel Berkely
Lab sensorswe obsenre that datareadingsin the tracesdo
not alwaysalign with samplingintervals (30-31seconds)and
missingdatawere found both sporadicallyandin continuous

blocks. Therefore,we preparethe databy constructingequal
length discretetime seriesfor each node. Speci cally, we
processhe following threestepsfor eachsensortrace:

1. Groupsensordatainto x edlengthbins (e.g.,1 minute);

2. If multiple data points are classi ed into one bin, take
the averageof the datavaluesasthe valuein that bin;

If abinis empty Il it by time seriesforecastsuchas
simple MA-1 model which usesthe previous available
datapoint asthe value for an emptybin.

We apply our model proposedin Section| on the Intel
Berkeley network. To simplify the evaluation,we assumea
simple MA(1) modelfor measuremenrgrrors,thatis to de ne

. In addition, we usethe rst 10,000data
points to train covariance matrix , as thesepart of data
procesds consideredn steady-statefigure 2 depictssample
experimentresults basedon the multivariate data cleansing
model appliedon a group of four sensorsmotes1, 2, 3 and
4. The bottom three curves of Figure 2 shav the original
temperaturetracesof motes1, 2 and 3, and the top curve
of Figure2 shavs not only the temperaturdéraceof mote4but
alsothe detectederrorsof mote4with crossingmarks.Figure
2 demonstratethatthe correlationbaseddatacleansingnodel
canidentify erroneougsiataef ciently . In future study we will
constructand examinequantitatve evaluationmetricssuchas
falsepositive andfalse negative ratesof the model.
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Fig. 2. Dirty DataDetectionfor Mote4

I11. A PHASE-TRANSITION MODEL FOR SENSOR QUALITY

Basedon dirty dataidenti cation at eachsensomode,we
may constructa phase-transitiomodelto ratethe dataquality
of a sensorby assigning‘quality scores”for it over time. A
simpletemporalphase-transitioonodelis shawvn in Figure 3,
in which the dataquality of a sensomodeis ratedas“good”,
“questionable”,and “bad”.
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Fig. 3. A SamplePhaseTransitionModel for SensorQuality States
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Statetransitionrules, therefore,can be constructedo con-
trol thequality ratingat eachsensorFor instancesomesample
statetransitionrulesare: 1. If a sensorreportsnon-dirty data
for consecutie 5 minutes,then rate the sensorasin “good”
dataquality state;2. If a sensoreportstwo “dirty” datapoints
over the past5 minutes,thenrate the sensorasin “bad” data
quality state; 3. If none of the above two rules is satis ed,
thenthe sensoiis ratedasin “questionable’dataquality state.
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